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[bookmark: _Toc76884260]A. Introduction
International websites often have online usage agreements, which must be accepted by the surfer, usually as part of the process of registration to the site. Occasionally the agreement may appear somewhere else on the website, or even when the users are referred to the site by a link. These agreements contain foreign forum selection clauses.[footnoteRef:3] Unlike classic forum selection clauses between given parties (mostly businesses), to which the parties agree after negotiations, the clauses included in the online agreements are part of a "standard form contract" formulated in advance by the sites. The age of globalization and the rapid development of the Internet pose a serious challenge to the law, and raise a series of complex questions regarding the status of the forum selection clauses included in these agreements. [3:  ] 

As we show in this article, there is a substantial difference in the attitude of the various legal systems toward forum selection clauses. The systems are radically different and adopt contradictory approaches that ascribe different weight to contractual characteristics and considerations of sovereignty. It is clear that if the parties involved reside in different countries and are simultaneously subject to the international jurisdiction of several countries, it is important to ask which court is competent to resolve a legal dispute. This is especially true in light of the fact that the forum selection clause may end up deciding the fate of the lawsuit, even before it is filed. Such a situation can also lead to "forum shopping," in which the plaintiff-consumer looks for the more convenient jurisdiction, where the validity of clause is not recognized and will not be enforced. This has been especially true in the last two decades, when one of the greatest revolutions known to mankind in the field of communication has taken place, in the course of which a global arena of electronic communication has been created, accessible to all and making possible the instantaneous purchase of a product or service with a mouseclick. Consumers are daily signing cross-border contracts online, and entire trading markets are currently being conducted on the web.
We believe that in the age of globalization and the Internet, it is necessary to reexamine foreign forum selection clauses that appear in online agreements on websites and apply special rules to them. We show below that a balanced approach is required that brings the various methods, European, Israeli, or American, to a common denominator. Such an approach does not a priori deny the validity of forum selection clauses in online consumer agreements "wherever they are," but neither does it automatically validate and enforce them (as in the US legal system). Instead, we propose a model that takes into account a set of specified parameters to determine whether or not to validate and enforce forum selection clauses included in online agreements, with each parameter possibly leading to a different yet balanced outcome.[footnoteRef:4] [4:  ] 

[bookmark: _Toc76884261]B. A comparative look at the validity and enforcement of exclusive forum selection clauses in online agreements: Absence of internationally agreed-upon norms
As noted, there is a substantive difference in the way in which different legal systems treat forum selection clauses in online agreements. The systems are radically different and adopt contradictory approaches that ascribe different weight to contractual characteristics and considerations of sovereignty. On one hand, the American legal system adopts an economic approach, which generally respects the freedom of contracts and enforces forum selection clauses sweepingly, both in consumer and in business contracts, especially in the case of contracts referred to as "clickwrap agreements."[footnoteRef:5] The US courts have ruled that clickwrap agreements produce a binding legal relationship, because the dynamic of clicking a consent button on the terms of the contract constitutes consent to the online contract (similar to signing "classic contracts").[footnoteRef:6] By contrast, with regard to browsewrap agreements,[footnoteRef:7] the courts have ruled that merely visiting the website does not create an intention to bind oneself by contract with respect to the "surfing" agreement, and does not create a binding legal relationship. They are not willing to consider the mere surfing on the site as a commitment to all the detailed terms of this agreement, including its foreign forum selection clause, which most probably the surfer hasn’t even seen.[footnoteRef:8] US courts recognize also various hybrid agreements, which contain certain elements of clickwrap contracts and others elements of browsewrap agreements. The more similar a hybrid agreement is to a clickwrap contract, the greater the chances that it will be enforced because it provides more notice and requires clearer consent.[footnoteRef:9] [5:  ]  [6:  ]  [7:  ]  [8:  ]  [9:  ] 

By contrast, EU law[footnoteRef:10] and Israeli law[footnoteRef:11] adopt a paternalistic approach that invalidates forum selection clauses contained in online consumer contracts (business-to-consumer) in the presence of unfair contract terms toward the consumer. At the same time, the courts validate such clauses contained in business-to-business contracts, and enforce them.[footnoteRef:12] In an attempt to harmonize jurisdictions, the Hague Convention on the Choice of Court Agreements was enacted in 2005, the only global treaty on the subject in the international arena to date.[footnoteRef:13] In practice, the Hague Convention is a thin one, narrow and limited in scope, from which many issues have been excluded (for example, consumer agreements), and it does not solve the difficulties that arise in enforcing forum selection clauses.[footnoteRef:14] Although the Convention entered into force in 2015, relatively few countries have signed and applied it. In practice, the treaty has been signed and ratified to date by only 32 countries, which include the 28 countries of the European Union (and the European Union itself), as well as Mexico, Montenegro, and Singapore. Four other countries have signed but not yet ratified it: the United States, China, Ukraine, and Northern Macedonia. Given that commercial powers such as the US and China have not yet ratified the treaty, and important economies in the East, such as Japan, India, and South Korea, have not even signed it even in the field of business-to-business (B2B) contracts, the effect of the Convention is greatly limited.  [10:  ]  [11:  ]  [12:  ]  [13:  ]  [14:  ] 

As a result of the one-dimensional approach followed by individual legal systems, different and essential aspects concerning the complexity posed by the Internet age, and in particular in relation to forum selection clauses, are not taken into account. On the one hand, there are weighty considerations that affect the users’ ability to read the online contract, identify forum selection clauses, understand their meaning, and act on them. For example, the lack of a direct meeting between the user and the seller's representative, and the fear of providing personal information on the web,[footnoteRef:15] as well as the absence of a distinct act of signing contract documents, create a lack of awareness in the user about entering into a binding legal relationship. In addition, the "flood of information" that is "hurled" at the consumer on the Internet,[footnoteRef:16] as well as various cognitive biases that are more pronounced in the online space,[footnoteRef:17] lead to the consumer not being in a cognitive state that facilitates understanding the contract and the need to beware of predatory clauses. All this is even more true when it comes to an act that does not directly and clearly involve the purchase of a product or service for a tangible monetary consideration. For example, surfers on "free" sites (such as the social network Facebook),[footnoteRef:18] in practice enter into a binding contractual relationship while registering, or merely by browsing, without necessarily being aware of it. This is especially true in view of the fact that digital markets are centralized and subject to the limited control by several sites operating in the online space.[footnoteRef:19] This monopolistic phenomenon is the result of the problem of trust that exists in the digital markets,[footnoteRef:20] which leads to brand loyalty to a limited number of sites. Under these circumstances, the user has no real choice in the online space. [15:  ]  [16:  ]  [17:  ]  [18:  ]  [19:  ]  [20:  ] 

Furthermore, the clauses are often buried deep within the wording of many agreements, which calls into question the deliberate consent of the users to them. According to empirical research, “click-happy” users at times do not read these online agreements at all but rush to click their consent so they can continue using the site.[footnoteRef:21] Electronic users have lower incentives to read the online agreement: they are driven by the fast deals that characterize e-commerce and tend to be more impatient. Moreover, it is difficult to read a long and challenging legal document on a computer screen. Thus, electronic consumers are less likely to question the terms of the contract or transaction.[footnoteRef:22] [21:  ]  [22:  ] 

The concern that the power gaps will be abused by the supplier increases in the case of international websites, where the local regulator has difficulty imposing sanctions and setting rules because the residence of the supplier is usually in a foreign country. It has been argued that this allows sites to determine the place of jurisdiction that will apply according to their own convenience, with users having to choose between accepting the agreement unconditionally or outright rejecting it. These are fundamentally "unfair contract terms" in a standard contract that deter users ex ante from taking legal action in the event of a breach of contract. Such terms infringe on the fundamental right to gain access to the courts.
At the same time, there are weighty considerations for enforcing forum selection clauses in online agreements precisely in the present day and age. Such clauses are often essential to operating websites in a “borderless” world. This is especially true for sites that are accessible to millions of people (if not billions) in hundreds of different countries, subject to multiple authorities, and open to endless possibilities of lawsuits against them. Therefore, failure to comply with the forum selection clause may have a chilling effect on the operation of international websites, and might result in websites not being established in the first place, or ceasing to operate because of their inability to withstand a flood of lawsuits in many countries. Compliance with forum selection clauses also encourages legal certainty and respects the agreement of the parties. It has also been argued that such clauses are justified because of their aggregate economic efficiency.[footnoteRef:23] Furthermore, if forum selection clauses are not honored, there will be a higher likelihood of divergent rulings and contradictory decisions in different countries regarding identical matters. In the age of globalization, given the increasing alternatives and the scant material costs and resources needed to set up a website (as opposed to a physical store), competition intensifies and the concern that the consumers’ rights will be harmed is reduced.[footnoteRef:24] The fact that we are dealing with an online market heightens the degree of user involvement in consumer criticism: in the case of a failure in the consumer transaction, the customer can voice criticism using both legal and non-legal tools (for example, “shaming” the business). In this way, users can protest the outcome of the transaction through an effective, cheap, and efficient consumer review.[footnoteRef:25] Some have argued that Internet users have more time to go through the information contained in online agreements, as they can make careful decisions in privacy, from home, with fewer time constraints and at convenient times, without external environmental disruptions. Users can even leave the computers and return to the transaction later, before completing it at their leisure. Because we are dealing with an electronic medium, it is possible to find the relevant clauses easily, and even compare different contracts automatically. The market has even spawned sites whose only function is to make comparisons in accordance with the customer needs, saving the user’s time in comparing information.[footnoteRef:26] [23:  ]  [24:  ]  [25:  ]  [26:  ] 

In light of the above, we do not agree with views that adopt one extreme approach over the other. Our reason is pragmatic: in the current era, a thriving economy must rely on an efficient, nuanced and multidimensional arrangement, which on the one hand provides a real solution and protection to users, and on the other hand does not have a chilling effect on suppliers, which would curb the development of the web, cause over-deterrence, and reduce commercial activity. These considerations are significant and essential for creating a paradigm that examines the forum selection clauses in online agreements in the age of globalization, and must occupy center stage in the formulation of an appropriate model. A balanced approach should strive to harmonize the approaches of the European and American legal systems. A virtual world without borders requires the establishment of new rules and laws that redefine the approach to the forum selection clauses included in online agreements.
[bookmark: _Toc76884262]C. Proposed model for handling forum selection clauses included in online agreements on international websites
As a solution to the aforesaid legal situation, we outline below the desired legal arrangement in the form of a multidimensional model regarding the rules by which the determination should be made on whether the forum selection clauses included in online agreements are valid and enforceable. This innovative model on the one hand defines parameters that outline the criteria for constructing judicial discretion; on the other hand, the parameters provide flexibility, as they address a wide range of different considerations relevant to the decision.[footnoteRef:27] Shaping the proper legal policy should be based on two cornerstones: the promotion of e-commerce and of the other services that the Internet offers, and consumer protection. We believe that this model offers broader, more balanced, more fair, and more effective solutions than the existing models do. [27:  ] 

[bookmark: _Toc76884263]1. The nature and type of sites and their various characteristics that should guide forum selection
Many different types of websites exist in the enormous online space of the Internet. The websites differ from each other on the basis of different characteristics, such as: the type of product or service they provide, the structure of the site, interactivity vis-à-vis the user (active vs. passive), dominance relative to its competitors, the degree to which it is necessary for daily life, its economic model, and more. Yet, to date, when examining the validity and enforcement of foreign forum selection clauses,  courts have usually treated the various sites and the standard contracts they offer in the same way. We believe that the significant differences between the sites require a new approach to foreign forum selection clauses included in online agreements.[footnoteRef:28] [28:  ] 

[bookmark: _Toc76884264]2. Types of existing sites
Below we propose a general classification of websites into four different types.[footnoteRef:29] We discuss each category and what approach to forum selection clauses they require. [29:  ] 

[bookmark: _Toc76884265]2.1 Social networks and blogs
[bookmark: _Toc76884266]2.1.1 Social Media
Social media have been the focus of many discussions since they entered our lives a few decades ago. The term "social media" refers to sites whose main purpose is to share information on the part of the user, create content, and connect with other users.[footnoteRef:30] Social media networks have several key characteristics that we believe should affect the question whether or not to enforce their forum selection clauses. These are: whether they have market power, their business model, and the nature of the use of the social media. [30:  ] 

[bookmark: _Toc76884267]2.1.1.1  Market Power 
As noted, for the social media to be a practical and valuable success, it must attract a population of real users,[footnoteRef:31] as large as possible.[footnoteRef:32] Accordingly, social media networks[footnoteRef:33] estimate their value based on the number of people active on the network, both those who passively watch the content and those who actively upload content. The desire for the social network to have many users characterizes not only the site but also the users themselves, who prefer all the content to be concentrated under one social network.[footnoteRef:34] [31:  ]  [32:  ]  [33:  ]  [34:  ] 

On the one hand, the "network effect" drives users to rationally choose the large sites because they benefit more from a larger network than from one with fewer members. On the other hand, the network effect leads to inefficient monopolization.[footnoteRef:35] The influence of a network helps the large sites increase their user base, thereby increasing their market share, to the point of creating a monopolistic dominant control precisely in these markets, in a way that leads to market failure.[footnoteRef:36] Therefore, the main networks that exist in the online market[footnoteRef:37] are generally monopolies that hold a huge market share, almost without competitors.[footnoteRef:38] In such a situation, one could argue that the user has no real option not to agree to the forum selection clauses of the social networks. This must be taken into consideration in determining whether a forum selection clause included in an online agreement is valid and enforceable. Notwithstanding the above, not all social networks are international network giants. Some cater to small niche issues and have a correspondingly limited audience. Even in the case of these networks, however, it may be argued that the members of the limited audience, who wish to gain access to the new database, have no alternative but to agree to the forum selection clause.[footnoteRef:39] [35:  ]  [36:  ]  [37:  ]  [38:  ]  [39:  ] 

[bookmark: _Toc76884268]2.1.1.2 Business model
Users are usually not required to make a tangible monetary payment for the "free" use of these platforms, from whose existence they benefit.[footnoteRef:40] It can be argued, therefore, that the validity of the forum selection clauses of these platforms should be recognized and enforced. The argument is reinforced by the fact that users can leave the site at any time and choose not to use it.[footnoteRef:41] Nevertheless, this free use is not an altruistic act that provides no economic return to the platform owner. Rather, the network benefits from the sale of advertisements, and without users devoting time to watch these advertisements, the social network cannot make a profit. Therefore, it makes no sense to deprive users of rights and subject them to forum selection clauses that would require them to litigate in a foreign forum (if a dispute arises between them and the network). This is especially true given the vast amount of knowledge the network accumulates about its users, information it collects and uses to generate profits through customer-targeted advertising. Therefore, this cannot really be called "free" use. [40:  ]  [41:  ] 

Another model that has been gaining momentum in recent years, especially in relation to social networks, is the non-profit collaborative community model. This model was created because of concern about the collection and interception of information about various users by the existing networks, and the use of personal data for commercial purposes.[footnoteRef:42] Below we show that this model and social media networks of this type should be examined in a different light because they are not motivated by profit.  [42:  ] 

[bookmark: _Toc76884269][bookmark: _Toc76884270]2.1.1.3 The nature of the use of the social media network
The nature of social network usage may vary depending on the target audiences. The main target audience of social networks are “ordinary” people (flesh and blood) who make up the bulk of users. To safeguard their best interests, we believe that, given the parameters presented above, relatively broad defenses should be applied. At the other end of the spectrum, there are business owners who disseminate sponsored content on the same social network, both overtly and covertly,[footnoteRef:43] and they should be treated more rigorously. Between private individuals and business owners, there is a spectrum of customers who use social networks for both personal and business purposes. When someone uses a social network in a mixed way, both for private needs and for business benefits, it is necessary to examine the user's main purpose in using that site, and we must ask whether the main purpose is private or business. Private users are weak and inexperienced in legal matters, and should therefore be protected from the strong side that dictates the content of the forum selection clause. Denying this protection from private users merely because they made minimal business use of Facebook or a similar site in parallel to their private usage runs counter to this purpose. [43:  ] 

The following parameters should be examined to determine whether the forum selection clauses included in the online agreements of social network sites are valid and enforceable:
(1) Does the social network constitute a monopoly so that the user has no reasonable alternative in the market? The presumption should be that the social network constitutes a monopoly in its field. The burden of proof should be placed on the network to rebut this presumption.
(2) Importance of the service provided by the social network. There are different types of social networks, some of which are essential for the fundamental rights of the individual. Therefore, it is necessary to examine the importance of the service provided by the network, and whether the lifestyle or occupation of the user will be significantly harmed by not receiving the services of the social network. The more affirmative the answer, the more consideration should be given to not enforcing the forum selection clause. The burden of proof in relation to this parameter, and in particular the harm to the user, should be on the user.
(3) Business model. Weight should be ascribed to the fact that the services provided by the network are "free" and that the user is not required to provide monetary consideration for using it. It should also be noted that the user may leave the network at any time without being subject to any fine. Yet, as noted, the social network model usually relies on advertisements and mass recruitment of users to the social network. Therefore, the weight ascribed to the fact that the service is free  should be relatively low, and must be examined based on the size of the social network.[footnoteRef:44] Another consideration that needs to be taken into account is whether the network is a purely social platform of a community wishing to incorporate as an independent non-profit platform. If so, this should weigh in favor of respecting the forum selection clause. [44:  ] 

(4) Type of use made of the social network. When a person makes "mixed" use of a particular site, i.e. both for private and business needs, it is necessary to examine the user's main purpose in using the site. Given the unique characteristics of social networks media, mentioned above, private users (even if they use the network minimally for business) should be protected, and the foreign forum selection clause should not be enforced. Therefore, several auxiliary tests must be administered to determine the prevailing purpose of using the site, including: (a) the user's income from the site (if any); (b) review of the data provided by the user at registration in real time; (c) the essence of the advertisement and its content; (d) the frequency of business ads versus personal ads; (e) whether the business is the user's main profession or a side occupation; (f) business size.
(5) Examining the identity of the community that is the object of the social network. Is the user a part of the community for which the social network was established, or has the user surfed to a network that is not intended for him/her. For example, a social network intended for physicians should not be held responsible for misuse by a user who is not a physician. In such a case, the forum selection clause must be observed even more forcefully. The network should bear the burden of proving which community is the object of the social network, the purpose of the social network, and particularly the fact that the identity of the community which is the object of the social media network was objectively clear to surfers on the platform.[footnoteRef:45] [45:  ] 

[bookmark: _Toc76884271]2.1.2 Blogs
Another group of sites characterized by the fact that most of their content is created by the users are blogs.[footnoteRef:46] The main difference between social media networks and blogs is that whereas the focus of the social media network is interpersonal interaction, the focus of blogs is the content that the user produces, even without any interpersonal interaction.[footnoteRef:47] [46:  ]  [47:  ] 

Blogs have experienced growth in the last few years, which has led to a change in their legal status. In the early decades of the online network, blogs did not constitute an independent entity and existed mainly within larger data repositories, therefore, their forum selection clauses were subsumed under the online agreement of the site that aggregated the blogs.[footnoteRef:48] In these cases, where the blog is not an independent entity, but part of a large international site that hosts hundreds and possibly thousands of blogs, the considerations outlined above in relation to social networks should apply. [48:  ] 

In recent years, however, there has been a significant decline of blogs on such platforms.[footnoteRef:49] Nowadays, most blogs are managed by a single person or a small group of people, where their main income is derived from advertisements and the marketing of products or services related to the content of the blog.[footnoteRef:50] It is obvious that the users who access these blogs do not have to do so, and in most cases these are esoteric sites of the type that are common on the web. Naturally, these independent blogs can formulate exclusive regulations and forum selection clauses for their purposes. Therefore, in these cases, the interest of the independent blogs in the validity of their forum selection clauses should be given added weight, as it is not reasonable for such a blogger to have to litigate and defend itself in a foreign country, where a person who has read the blog happens to reside. Another characteristic of these blogs is that at times they sell products (unlike social networks), and occasionally being able to read the content depends on watching the advertisements. [49:  ]  [50:  ] 

Based on these observations, the blogs should be examined according to the following considerations:
(1) Type of blog. If the blog resides inside a social network, the same considerations that have been presented above for social networks should apply. But in the case of an independent blog, which resides on an open source and has an independent forum selection clause, the validity and enforcement of the clause should be examined according to the parameters below.
(2) Importance, size, and economic power of the blog. As noted, most blogs are esoteric and not essential for the surfers, and do not generate high revenue for the bloggers. Therefore, remote litigation that deviates from the forum selection clause may exceed the revenues of the blog, which justifies recognition of the validity of the forum selection clause. By contrast, there are powerful blogs with considerable market power that are considered opinion leaders in their field. For example, the blog of entertainment columnist Perez Hilton is an opinion leader and highly influential in the fields of entertainment. The blog has an exclusive forum selection clause for the courts in California.[footnoteRef:51] Such blogs should be examined according to the standards of passive data sites, presented below. [51:  ] 

(3) Economic model of the blog. In principle, there are two main types of economic models on which the various blogs are based:
1. "Pure" non-profit blogs, which do not include advertisements. In these cases, the forum selection clause should be complied with.[footnoteRef:52] [52:  ] 

1. [bookmark: _Toc76884272]Blogs that use the rating model, that is, the content is made available to users for free, but the blog contains advertisements or sponsored content tailored to the topics of the blog that generate profit for the blogger. In these cases, weight should be ascribed to the fact that the blog is a professional business, and that its profits are based on the entries of users who "paid" for the use of the product by viewing the advertisements. However, a relatively low weight should be ascribed to this consideration, because the blog is free and users do not have to consume it (unless they prove otherwise). Therefore, the above parameter regarding the importance, size, and economic power of the blog should be considered in conjunction with the parameter of the economic model. 2.2 Search engines, storage sites and cloud services, email
Search engines, storage sites, and email services are increasingly gaining in importance nowadays, especially as our dependence on the virtual universe grows. Email services like those by Google and Yahoo, search engines, like those of Google and Microsoft, and data storage sites, like Google Drive and Dropbox, are at the core of the activity of every business and individual in the modern world. It is virtually impossible today to lead a normal life in the Western world without communication by email, data storage sites and search engines.
[bookmark: _Toc76884273]2.2.1 Search engines
The category of search engine sites[footnoteRef:53] is characterized by several key features, as follows: centralization, browsewrap agreements, financial model, importance of the use of global search engines, and type of search engine usage. [53:  ] 

[bookmark: _Toc76884274]2.2.1.1 Centralization
The search engine market is characterized, among others, by massive centralization in the form of a limited number of search engines that have captured the vast majority of the market, without any competition.[footnoteRef:54] This centralization has been achieved deliberately, because searches becomes efficient by refining the algorithm based on previous entries and searches, producing a network effect. As a result, new companies cannot compete with old and powerful corporations like Google and Microsoft.[footnoteRef:55] Moreover, the ability of these giant corporations to conduct remote litigation is particularly great, given that these are the largest companies in the world, which deploy legal teams and affiliates all over the world.[footnoteRef:56] [54:  ]  [55:  ]  [56:  ] 

[bookmark: _Toc76884275]2.2.1.2 Browsewrap agreements
Given this market dominance, it is not surprising that contracts with these sites are mostly browsewrap agreements, where users are not at all aware that they have entered into a binding contractual relationship. In other words, users are not required to click on any contract to perform a search, but are ostensibly obligated to the exclusive forum selection clause in accordance with the existing terms of use of the site, from the moment they enter it.[footnoteRef:57] [57:  ] 

[bookmark: _Toc76884276]2.2.1.3 Financial model
Admittedly, search engines generally do not charge users any tangible monetary consideration for using the site. At the same time, search engines promote "sponsored content" within the search response, which is presented in a similar way to regular search results. At present, this is one of the main sources of revenue of search engines,[footnoteRef:58] and it has been referred to as "search engine marketing" (SEM).[footnoteRef:59] Thus, in practice, users "pay" for every search they perform on the engine because the first results to which they are exposed are the sponsored ones, which are the source of profit for the search engines. Search engines also intercept information about users and their habits, and on the basis of this accumulated data they tailor the product to the customer, in targeted advertising.[footnoteRef:60] This fact should serve as a key parameter when considering whether to enforce the forum selection clauses of these sites, all the more so when the payment of the advertisers to the search engine is based on the number of clicks by surfers who have been exposed to the advertisements.[footnoteRef:61] [58:  ]  [59:  ]  [60:  ]  [61:  ] 

[bookmark: _Toc76884277]2.2.1.4 Importance global search engines
Most of the Western market relies on three main search engines: Google, Yahoo, and Bing, with Google holding around 90 percent of the market. These search engines are central to the daily life of every citizen. Therefore, significant weight should be given to the claim that strict adherence to the forum selection clause may unfairly deprive users of their rights. At the same time, in China and Russia, there are local search engines dedicated to those particular markets. If the search engine proves that the user who browsed is not part of the target audience of that local search engine, this may serve as a parameter in favor of respecting the forum selection clause, provided that the clause has been brought to the user's attention.[footnoteRef:62] [62:  ] 

[bookmark: _Toc76884278]2.2.1.5 Type of search engine usage
The nature of search engine usage varies between several target audiences. First, there is an audience of “private” individuals (flesh and blood), who should enjoy relatively broad protections, given the above parameters that justify not complying with the forum selection clause. Second, at the other end of the spectrum, there are large commercial companies with international operations that make professional use of search engines. There is a presumption that these are repeat players, strong and sophisticated, with financial resources as well as business and legal experience, who are expected to be aware of the online agreements, in particular the forum selection clause. This is especially true if it transpires that these commercial companies include similar forum selection clauses in their agreements with their customers. As these are large commercial companies with international activity, the need to litigate in a foreign jurisdiction does not necessarily deprive them of the ability to exercise their legal rights. Therefore, this may be a consideration for complying with the forum selection clause.
[bookmark: _Toc76884279]2.2.2 Storage and data sharing sites (“cloud services”) and email
In the last decade, the phenomenon of information storage platforms and hosting sites on the Internet, known as the "cloud," has been gaining momentum.[footnoteRef:63] A study conducted at Queen Mary College of the University of London found that cloud companies tend to include in their online agreements exclusive forum selection clauses that suit their needs, referencing courts and a legal system convenient for the company, which grants them a geographic or legal advantage, or both.[footnoteRef:64]  [63:  ]  [64:  ] 

Another common phenomenon in the age of globalization and the Internet is email service.[footnoteRef:65] We chose to consolidate the discussion of cloud services, storage sites, and email providers because of their similar characteristics, which include the importance of the service, number of competitors, and type of contract.[footnoteRef:66] [65:  ]  [66:  ] 

[bookmark: _Toc76884280]2.2.2.1 Importance of the service to private and business users 
As noted, in the present age, it is difficult to maintain a proper lifestyle without these essential services. Email service is a basic and common means of communication for individuals and companies, used daily to keep in touch with customers, colleagues, friends, and family. This electronic means has almost completely replaced the outdated physical fax paper, not to mention letters written with pen and paper. In view of the large amounts of information accumulated by companies and individuals, it is crucial that there be a place on the network where such information can be stored securely, without the risk of deletion. This understanding of the nature of cloud services is also important in characterizing the relationship created between users and the platform.[footnoteRef:67] [67:  ] 

Thus, a distinction should be made between the use of hosting and email sites for private and for business use. Although the importance of the service is the same for individuals and businesses, the expected familiarity with forum selection clauses included in online agreements is likely to be different. When a business sets up email service for its employees or a large storage suitable for business, it is expected to compare different options and be aware of the clauses of the various online agreements, especially their forum selection clauses. A large business is also in a position to negotiate with the service provider the terms of the contract, including the forum selection clause, and to choose a competing provider if it does not get what it wants. By contrast, these expectations are not necessarily true for individuals who acquire an email address or store information for their personal use. Therefore, when dealing with a business, this parameter must be given weight in considering whether toenforce forum selection clauses.
[bookmark: _Toc76884281]2.2.2.2 Number of competitors
At present, there are many sites offering email and storage services to both private and business customers,[footnoteRef:68] therefore this market is characterized by competitiveness, and users have many alternatives in choosing a provider for these services. This consideration should be a parameter in determining compliance with the forum selection clause. This is especially true regarding business users, who are expected to be aware of the presence of forum selection clauses and of the competition that exists between suppliers. Therefore, if businesses object to the forum selection clause, they can choose another supplier,[footnoteRef:69] unlike private users, who are expected to be less familiar with existing alternatives in the market. [68:  ]  [69:  ] 

Nevertheless, the large number of competitors should not be a significant parameter in the set of considerations, because this is not "real competition," as in other markets, and in practice, there are barriers that prevent users from leaving the company from which they have contracted these services. Neither private nor business users are likely to want to change their email address, which is associated with their name or brand. The difficulty in changing one’s email address has serious consequences because it forces users to retain the same services that they may have agreed to at a young age, without awareness of the forum selection clause contained in their agreement. The situation is similar with regard to storage services. Storage sites hold the users’ most private and intimate information , and there have been many instances of leaks that have occurred from these servers.[footnoteRef:70] The fear of exposing one’s personal information, or the trade secrets and business information of a company (for example, about its clients) naturally makes customers want to reduce the risks and use a single provider to store their information, rather than double the risks of such leaks by switching between cloud servers. Therefore, we believe that in this case as well, the effect of competition is limited. [70:  ] 

[bookmark: _Toc76884282]2.2.2.3 Type of contract, nature of the service (as "one package"), and method of payment
In most cases, companies that offer cloud and email services provide these services in conjunction with other computer services and devices, which are bundled in a comprehensive package for the consumer.[footnoteRef:71] Yet, this package makes it difficult for users to choose other alternatives that exist in the market because the servers, hardware, and software automatically download the specific cloud or email of that hardware system.[footnoteRef:72]  [71:  ]  [72:  ] 

Furthermore, setting up email services on a particular site generally does not require the payment of a tangible consideration. Similarly, most storage and cloud sites are ostensibly free up to a certain volume of storage space. For additional storage, however, the site charges a fee. The site expects to make a profit over time, when users will have to pay for the storage space.[footnoteRef:73] We do not recommend a sweeping rule concerning sites that do not require the payment of a tangible consideration because, as noted, these sites make their profit by users watching the advertisements. Moreover, the use of the set of services provided to customers in one package means that it is not necessarily possible to distinguish which service is provided free of charge and which one is paid for.[footnoteRef:74] Moreover, it cannot necessarily be said that the person did not pay monetary consideration for the service, especially given the fact that cloud storage volume is limited, and users, who form a "captive audience," soon find themselves paying additional monetary consideration to increase their storage volume. In other words, the limited "free" service is designed to attract customers who would continue, by virtue of inertia, to contract for services that cost money. The assumption is that at this point the user becomes a captive audience that cannot figure out which alternative is better, certainly not from the point of view of the forum selection clause.[footnoteRef:75] Furthermore, cloud and email services are often characterized by clickwrap agreements.[footnoteRef:76] [73:  ]  [74:  ]  [75:  ]  [76:  ] 

Therefore, it is necessary to examine what use is made of such sites, that is, whether the use of the storage site or the email service is made by a private person for private purposes or whether it is a use made by a corporation for business purposes, based on the following two criteria:
(1) In the case of a private user and private purposes, given the above parameters (including the captive audience, importance of the service, service package, and fear of leakage of sensitive information), despite the ostensible “competitiveness” that prevails in this market, we are inclined not to respect the forum selection clause. This is especially true if we are dealing with the 15 most prominent hosting sites or the dominant email service providers mentioned above, which are among the most powerful giant corporations in the world. By contrast, in the case of “small” sites, that are not among the giants, the other considerations presented in the article (interactivity, the test of intent to conduct business in the user’s country, etc.) should be examined. The burden of proof and persuasion that it is necessary to comply with the forum selection clause should be on the site.[footnoteRef:77] [77:  ] 

(2) In the case of a company or a private user who makes business use of the email or storage services, greater weight should be given to this parameter when considering the validity and enforcement of the forum selection clause, for the same reasons as articulated above. 
[bookmark: _Toc76884283]2.3 Information and content (“passive”) sites without tangible consideration
Information and content sites are characterized by being passive in their attitude toward the user.[footnoteRef:78] They do not interact with the user, but merely display content for the user to access. The user accesses some of the information provided by the site, without performing any other action,[footnoteRef:79] as for example, in the case of popular news and content sites such as Yahoo or MSN.[footnoteRef:80] These sites include diverse and broad digital content that is regularly updated, and various types of information—financial, medical, and more.[footnoteRef:81] Most of the information today is distributed in digital form, and online information services have replaced physical information services, that are in decline (such as printed newspapers, books, encyclopedias, etc.).[footnoteRef:82] [78:  ]  [79:  ]  [80:  ]  [81:  ]  [82:  ] 

At the same time, the complexity of these sites is the result of the fact that occasionally the information they contain, and on which the public relies, is not necessarily reliable, but rather sensational, designed to attract readers by extreme statements aimed at increasing traffic. This phenomenon is referred to as "click-bait."[footnoteRef:83] The inflated information is liable to lead to erroneous conduct on the part of users who rely on the information on the site; at the same time, the information (to the extent that it is reliable and matches reality) can serve and assist the users.[footnoteRef:84]  [83:  ]  [84:  ] 

Note that even on these sites, two main economic models prevail: the "rating model" of free sites, and a model that offers access to the site content for monetary consideration. We consider passive sites that rely on the second model as shopping and commerce sites and paid service sites (discussed in the next section). In this section we examine information and content sites that are offered to users for free.
On the one hand, non-compliance with the forum selection clauses and the imposition of liability on passive sites by exposing them to judicial litigation in different parts of the world may encourage sites to be more reliable and careful in publishing content rather than focusing on increasing traffic and profits. Note that these are usually for-profit sites that use one of the above models and collect information about their users’ behavior. Based on this information, they often use customer-targeted advertising. In addition, these sites usually use browsewrap contracts, so that surfers are not required to provide active consent to the forum selection clauses, other than by surfing the site. This casts doubt on the user's knowledge and consent regarding the forum selection clauses.[footnoteRef:85] Therefore, there are weighty considerations not to enforce  the forum selection clause. [85:  ] 

On the other hand, exposing online information and content sites to remote litigation by disregarding the forum selection clauses contained in the online agreements may result in a chilling effect and over-deterrence in creating passive sites. Sites may be afraid to share the information and knowledge in their possession, which will undermine the “information revolution” that is essential in the age of globalization and the Internet. A sweeping disqualification of forum selection clauses may at times expose small information sites to litigation in countries where they never intended to operate, and cause catastrophic harm to them. This is all the more true when the site in question operates on a non-profit basis. Moreover, the site may not necessarily have agreed to serve surfers from foreign countries and to conduct litigation in a remote forum as a result. In itself, the fact that the site is accessible to all because of the nature of the web and the passive nature of content sites does not justify ignoring the forum selection clause and its stipulations.
To illustrate this dilemma, consider whether sites like Wikipedia[footnoteRef:86] or that of an HMO that provides extensive medical information to the public (and not necessarily to its members only)[footnoteRef:87] would be able to operate under a regime that does not comply with their forum selection clause and exposes them to various and changing forums worldwide and to multiple, complex, and expensive litigations. There is concern that this may have a chilling effect on these content and information sites, which may choose not to operate in countries that do not respect their forum selection clause. Hence, this issue may have far-reaching social significance in terms of freedom of information. At the same time, as noted, these sites do not operate altruistically, and they accumulate information about users and engage in targeted advertising. Moreover, the objective of the information published on these sites is often to establish a positive reputation for the sites, in order to attract users. For example, it is clear that HMO websites publish a vast amount of medical information with the aim of retaining existing customers and maintaining the health of its insured,[footnoteRef:88] and even of attracting customers from competing HMOs to increase thir share of revenues. The question is more acute in the case of content and information sites that are not as interactive as other sites, but at the same time they are no longer entirely passive.[footnoteRef:89] This is because they allow users to carry out a partial interaction with the site, such as creating a username that allows them to save articles and certain content, publishing comments, receiving email messages when new material is published, and the like.[footnoteRef:90]  [86:  ]  [87:  ]  [88:  ]  [89:  ]  [90:  ] 

In the case of online content and information sites, we propose ascribing considerable weight to the forum selection clauses, and accordingly to comply almost absolutely with them, despite the great complexity presented above. As noted, exposing information sites to remote litigation may result in a chilling effect and over-deterrence in the creation of passive sites. Such an effect undermines the information revolution, which is essential in the age of globalization and the Internet. For various sectors and populations, this revolution created access to diversified and important information that increases awareness of their human and political rights, such as freedom of expression, the public's right to know, etc. Additionally, this protection has economic importance, as access to information enables broad social leadership for classes of low socio-economic status, can expand their horizons, and allow them to gain access to opportunities that were not necessarily open to them in the past. 
Nevertheless, users who seek to evade the forum selection clauses on these online content sites should be able to do so on the basis of two cumulative exceptions:
(1) Exception 1. The site published material that was found to be false, racist, defamatory, or offensive (provocative), and did not remove it despite a request made in accordance with the "notice and removal" procedure.
(2) Exception 2. The site explicitly targets users in certain destination countries (in accordance with the tests presented above), but forum selection clauses are exclusive and refer to a completely different forum. In this way, the vast majority of user claims end up being litigated in the unnatural forum, or not litigated at all, without the users' active consent to this forum. Thus, if the plaintiff proves that the forum agreed upon in the forum selection clauses is not legitimate, and has no significant affiliation with the parties, this is a key consideration against enforcing the forum selection clause.[footnoteRef:91] [91:  ] 

The need to respect forum selection clauses is all the more acute in relation to altruistic information and content sites, which do not operate for profit. Rather, these sites rely on surfer donations and crowdfunding (a model that is especially common online in the case of passive sites) for purposes such as making information available and disseminating it to the general public, or promoting their ideas and ideology.[footnoteRef:92] The most prominent example of this model is the free encyclopedia, Wikipedia,[footnoteRef:93] the social encyclopedia which is based on an economic model in which the current expenses of the cost of servers, employees, etc. are covered by donations from users who appreciate the service and are interested in maintaining it.[footnoteRef:94] Therefore, unique protection should be given to these types of sites, and their forum selection clauses should be enforced because of their important contribution to modern life, and in particular to the preservation and dissemination of knowledge. In addition, because of their economic model (in which there is no assurance that donations will arrive at all times), there is special importance in complying with the forum selection clause, even if it is part of the surfing agreement. Indeed, any unplanned financial outlay could lead to significant damage and even to the collapse of such sites. [92:  ]  [93:  ]  [94:  ] 

[bookmark: _Toc76884284]2.4 Shopping and commerce sites for payment in tangible consideration, and sites providing services and content for a fee
In this category we include shopping and commerce sites that provide direct sales of products or services in exchange for a tangible monetary consideration by the user.[footnoteRef:95] Moreover, information and content sites that require a tangible monetary return from the users, who are their main customers, should also be included in this category.[footnoteRef:96] This is in addition to sites providing virtual services for monetary payment, which are similar to those provided in the physical world.[footnoteRef:97] [95:  ]  [96:  ]  [97:  ] 

When the user is required to pay a tangible consideration as part of the engagement process with the site, the payment is a strong indication of the intention on the part of the user of being contractually bound. Yet, the question arises whether a distinction should be made between commerce and content sites for tangible consideration that use a clickwrap agreement and those that use a browsewrap agreement:
(1) Commercial agreements of sites that use clickwrap contracts (for a tangible consideration). This category seems relatively simple, and it contains strong indications that a contract was formed and that the user was aware of the forum selection clause and agreed to it. This is because there is a definite consumer, who pays for the service or product through a tangible monetary consideration and enters into a clickwrap agreement. Vis-à-vis the consumer is a definite supplier who receives a tangible return directly from the customer. Therefore, there is a presumption that the user understood that this was a situation in which a valid and binding commercial agreement was formed. This should be a key consideration in favor of the validity and enforcement of the forum selection clause, alongside the additional considerations and parameters detailed above, especially when it comes to small commerce sites (where there are no real power gaps between the parties).[footnoteRef:98] Otherwise, the court acquiesces in an express infringement of the parties to the forum selection clause. [98:  ] 

However, in the case of international retail sites where there are huge power gaps between the parties, forum selection clauses should not always be enforced, especially when it comes to personal claims, as detailed in this section. Nevertheless, there is a unique exception to online shopping, when the consumer cheats and accesses sites that are not interested in operating in the user’s country, as described below.[footnoteRef:99] This complexity is apparently limited to virtual products or services, where consumers pay, for example, through PayPal, or whose credit card, which is associated with their country, is not blocked on the site for various reasons. In practice, this complexity is also possible in the case of physical products or services that appear to require delivery. For example, there is a widespread phenomenon of consumers who purchase products from cheap sites around the world but receive the shipment through a third party located in the country where the site operates. In this case, we tend to assign greater weight to this parameter in considering the validity of the forum selection clause, even if we are dealing with large sites. [99:  ] 

(2) Commercial agreements of sites that use browsewrap contracts (for a tangible consideration). In this situation, although a monetary consideration is paid and the consumer is aware of the payment and its details, we still believe that the forming of the browsing agreement should not be recognized. As noted above, browsing and lingering on a website are not enough to form an objective basis for an intention to be bound in a browsing contract that includes a foreign forum selection clause.[footnoteRef:100] This situation is exacerbated by the cognitive biases that consumers are liable to suffer from, which cause them to miss the existence of inconspicuous forum selection clauses (especially in browsewrap agreements, where the clause is included in a separate regulation).  Thus, there is no real and conscious consent to these clauses. [100:  ] 

[bookmark: _Toc76884285]3. Characteristics of the various sites
[bookmark: _Toc76884286]3.1 Examining the degree of interactivity of the site: Active vs. passive site
One of the significant characteristics in determining jurisdiction[footnoteRef:101] and the enforcement of forum selection clauses in online agreements is the level of interactivity of the site and the type of contracts concluded as a result.[footnoteRef:102] To this end,[footnoteRef:103] we propose to specify several objective parameters, which by their very existence will help determine the interactivity measure of the site for making a decision about whether the forum selection clause is valid and enforceable. [101:  ]  [102:  ]  [103:  ] 

· Users pay a tangible monetary consideration through the site, and enter their personal details.[footnoteRef:104] [104:  ] 

· Use of the site requires the creation of a username as part of entering personal data. If so, it should be checked whether the site allows for interactive contact with the user, in a manner that indicates that the site makes use of the user's information and IP address.[footnoteRef:105] For example, does the site offer to send the user automatic alerts about posts of relevant content (individual push notifications), or to put the user on some mailing list? [105:  ] 

· The site uses dedicated technology that identifies the location of the community of site users, including that of the specific user involved in the suit.[footnoteRef:106] This is especially the case when the site uses this technology to provide surfers with information tailored to the destination country, and in particular to the specific user (for example, through dedicated articles or advertisements, which the site believes will interest the user).[footnoteRef:107] [106:  ]  [107:  ] 

· The site uses tools that help categorize and analyze the surfers.[footnoteRef:108] It should be checked, for example,  whether there are hyperlinks to these sites (for example, in the form of a button, image, object, or colored underlined text) pointing at them from sites operating in the forum country,[footnoteRef:109] monitoring whether the hyperlinks are effective and increase user exposure, use of the site by the surfers, as well as the country of origin  of the surfers who follow such hyperlinks.[footnoteRef:110] [108:  ]  [109:  ]  [110:  ] 

· Number of visits to the site from the target country in question.[footnoteRef:111] For example, if it turns out that the user is browsing a site that has almost no surfers from the same country, this may be a significant indication that the site is not active in the surfer's country. [111:  ] 

· Level of revenue of the site derived from the target country, for example, determined by examining the revenues from advertisements of suppliers from that country.[footnoteRef:112] [112:  ] 

· Site attempts at blocking access to it from different countries, in a way that indicates that the site has taken deliberate steps not to be interactive in the forum country. In general, it must also be examined whether the site as a whole accepts means of payment from the target country.[footnoteRef:113] [113:  ] 

· Did the site handle individual requests from users from the same target country? For example, examining questions about the site or the services offered by it, the possibility to make purchases through the site in the target country, etc.[footnoteRef:114] [114:  ] 

The more of the abovementioned parameters are met in a way that attests to interactivity of the site with the user, the stronger the argument that the forum selection clauses are not valid and should not be enforced, and that the dispute should be adjudicated in the forum where the user resides.
[bookmark: _Toc76884287]3.2 Wish and expectation on the part of the site to maintain a relationship in the user’s country, by investigating the target population 
The wish and expectation on the part of the site to maintain a relationship in the user’s country by investigating the target population are crucial to determining jurisdiction, especially when dealing with the online space, where any small and esoteric company may be exposed to expensive litigation worldwide.[footnoteRef:115] Therefore we propose to adopt some of the criteria suggested by Michael A. Geist, aimed at examining how the site operated in the target country. Thus, to formulate criteria as clear as possible for assessing the intention of the site to create a contractual relationship, we recommend using the targeting approach, which emphasizes three key variables in the online relationship: (a) the contract, (b) the technology, and (c) the knowledge of the parties to the contract. [115:  Michael A. Geist, Is There a There There - Toward Greater Certainty for Internet Jurisdiction, 16 BERKELEY TECH. L.J.] 

[bookmark: _Toc76884288]3.2.1 The technology used by the site to identify the target public
Given that the Internet has no geographic restrictions, both users and sites have unprecedented access. This does not mean, however, that the site is necessarily interested in entering various markets, which may create legal or other risks that are not justified economically. Therefore, emphasis should be placed on the actions that the site undertakes through technology to be able to operate in a particular country or to actively avoid involvement in a given forum. Technology enables the identification of the target population that connects to the site even before the contract is concluded, and may even shift the burden to the site to take preventive action insofar as it is not interested in operating in this forum. Thus, examination of the technologies used by the site can be an effective and inexpensive parameter to avoid litigation about the competence of the forum and the legitimacy of the forum selection clause. To this end, Geist[footnoteRef:116] proposed several types of technological characteristics: [116:  ] 

[bookmark: _Toc76884289]3.2.1.1 Does the site use various technologies, hidden from the user, to identify users’ geographic location and increase its exposure in the destination country?
Several parameters must be examined regarding the technology used by the site. First, the use of active technologies by the site aimed at identifying and classifying the target population,[footnoteRef:117] based on the awareness on the part of the site of use of the site in certain countries, as well as encouragement of extensive activity on the site in a particular country.[footnoteRef:118] Such behavior constitutes an actual agreement on the part of the site that the users of that country will use the site, and will serve as a key consideration in case of non-compliance with the forum selection clause. Second, checking whether the site undertook preventive steps against activity in a particular forum,[footnoteRef:119] specifically, whether the site blocks users who indicate that they have a particular address, or whether the site prevents the completion of the purchase when the user specifies the destination country. It should also be examined whether the user had to bypass various technological devices to gain access to the site. If it turns out that the user employed such tools, the argument that the forum selection clause should not be complied with will not be heard, because the user did not act in good faith. [117:  ]  [118:  ]  [119:  ] 

[bookmark: _Toc76884290]3.2.1.2 Providing personal information on the site
This category focuses on voluntary information provided by users in response of the site requesting it.[footnoteRef:120] If such information has been provided, the question is what the site did with the information about the user's geographical location: did it block access to a user from a country in which it does not wish to operate, or has it allowed the user to continue using the site? In the latter case, the site should not be able to claim that it has no interest in operating in that country. By contrast, if it transpires that the user has provided incorrect information, it will indicate awareness on the part of the user that the site is not interested in operating in the user’s country. If users knew that the site was not interested in operating in their country, they should not be heard in demanding to disregard the foreign forum selection clause. [120:  ] 

[bookmark: _Toc76884291]3.2.1.3 Geographic identification by offline technological means
This consideration includes technologies that detect the user's geographic location.[footnoteRef:121] The most prominent example is a requirement by the site to provide the user’s credit card information.[footnoteRef:122] Another up-to-date technology is mobile phone text messaging.[footnoteRef:123],[footnoteRef:124] Note that the main distinction between this type of geographic identification and voluntary identification of personal details, as in the previous category, is that in the latter cases the user cannot lie or provide incorrect data, and therefore the database is significantly more reliable. Consequently, considerable weight should be ascribed to these technologies, especially if it can be established that the site relies on this information in all that concerns its target population, when planning its business and legal operations. In this regard, the burden of proof is on the site to prove that it does not use these types of technologies. [121:  ]  [122:  ]  [123:  ]  [124:  ] 

[bookmark: _Toc76884292]3.2.2 Knowledge of the parties to the contract[footnoteRef:125] [125:  ] 

Geist suggested examining the intentions of the parties as expressed through their actions in real time, as follows: (1) Does the site explicitly state that its services or products are provided in the user country?[footnoteRef:126] (2) Does the site invest resources to attract surfers from the user's country? Has the site created advertisements intended for users in the target country or on sites affiliated with the forum country? (3) Does the site offer promotions or discounts unique to the user's country, to encourage site activity?[footnoteRef:127] (4) Are there popular hyperlinks to the site from the user's country? (5) Does the site collaborate with local companies, including suppliers, in the user’s country, to increase the exposure of their products or services and their sales in this forum? (6) In the case of sites that sell physical products, are deliveries made to the user's country? (7) Does the domain name of the site imply that the site is accessible in the user's country?[footnoteRef:128] (8) In what language is the information presented on the site? Does the site provide an interface in the user’s language?[footnoteRef:129] (9) Does the content displayed on the site provide information tailored to a particular geographic area? (10) Does the site allow payment by local credit card from the user's country?[footnoteRef:130] (11) Did the activity of the site affect people in the forum country or caused any reaction there? (12) What is the level of site revenues from the forum country? (13) Does the site have employees in the forum country (even if they do not constitute a local branch but are employed only occasionally)?[footnoteRef:131] Is there a customer service department in the forum country?  (14) Does the site adjust the exchange rate in the pricing of its products or services to the local currency of the user’s country? (15) Are there any company warehouses in the forum country, which do not qualify as representation but still express a true intention to operate in the country?[footnoteRef:132] [126:  ]  [127:  ]  [128:  ]  [129:  ]  [130:  ]  [131:  ]  [132:  ] 

[bookmark: _Toc76884293]3.3 The existence of official representation and/or branches of the site in the users’ territory 
Another parameter that helps assess the intention and expectation of the site to form relationships in the user’s country is the possibility that the site established branches in that country. We believe that this parameter should be ascribed the greatest weight. Many international websites, especially the large ones, have official representations in many countries in which they have users. The role of those agencies is, among others, to assist in providing customer service in the countries where the sites operate.[footnoteRef:133] This is a true indication of the intention and expectation on the part of the site to form relationships in that country.  [133:  ] 

Considerable weight should be assigned to the existence of a "representation" in the user’s country in determining the intention of the site to operate in that country, especially in an age when many physical geographic aspects are not important.[footnoteRef:134] When the site operates extensively in the user’s country through an agent/representative, this is quite likely to prevent the site from avoiding litigation in that forum through a forum selection clause. At the same time, the determination should be done correctly, because when the forum selection clause is ignored, and a forum that does not appear in the clause is imposed on the site, it may undermine business confidence. Therefore, we agree that not every "local agency" of a site will void the forum selection clause, but only an agency/representative that meets the following criteria: (a) it is a permanent representative, and not a temporary or accidental one; (b) it is a representative that at the time of the service  of the claim was engaged in the same business or the same work as the subject of the claim;[footnoteRef:135] (c) the representative is subject to the guidelines of the site and serves as an extension of it, and there is an intensive and ongoing connection between the two; (d) the representative is presented on the site to users as a branch and/or a representative of the site.[footnoteRef:136] [134:  ]  [135:  ]  [136:  Zheng.] 

[bookmark: _Toc76884294]3.4 Size of the site in the market, taking into account the extent of competition
Another parameter that must be examined is the size of the site in relation to the market in which it operates. The extent of competition that exists between the various sites in the market and the power gaps between the site and the user are important variables for determining whether the user is a captive audience who had no choice but to accept the standard form contract formulated by the supplier, and in particular the forum selection clause that limits the ability of users to file suit in the place of their residence.
One of the salient phenomena in the online arena is the extreme contrast that exists in the extent of competition that prevails in the various online markets. At one extreme, there are many sites that constitute a powerful monopoly in their field, which are currently among the most powerful corporations in the world.[footnoteRef:137] These companies are relatively resilient to the costs of litigation in remote locations, because they are stable corporations with huge incomes, and because of their large market share, they are likely to have local branches and legal counsel. This market failure has intensified in the Internet age. At the other extreme, some online markets are characterized by commercial "cannibalism." In these markets there is fierce competition from companies all over the world that take advantage of the web, the lack of geographic boundaries, cheap labor, absence of taxation, etc. These circumstances have affected the profitability of many companies and have driven many to insolvency.[footnoteRef:138] It has a direct effect on users and companies, because while the user enjoys the multiplicity of products and information found on the web, the companies try to adapt and survive within a predatory market. One of the characteristics of these competitive markets is the presence of small websites, which may connect with users all over the world, and even make a profit. This, however, does not make them into powerful corporations, immune to the costs of remote litigation. In particular, it is not efficient for small sites of this type to deploy world-wide legal teams. Rather, these are generally small businesses, usually run by a limited number of people, who can appeal to a global clientele owing to advances in technology, rather than to the strength of the company.[footnoteRef:139] This contrast in the nature of the sites must also directly affect the attitude toward forum selection clauses.  [137:  ]  [138:  ]  [139:  ] 

If the site is a monopoly or has significant market power, the user has few options but to agree with the forum selection clause dictated by the site, in the absence of real alternatives. This consideration supports non-compliance with such a clause. Moreover, there is doubt as to whether in a centralized market, the cost reduction realized by complying with an exclusive forum selection clause is ultimately translated by the firm into lower prices for the consumer.  A small site, in contrast, may not have the financial ability to afford remote litigation, despite the fact that its goods are accessible online to the world. Thus, the forum selection clause is a key economic tool for it to protect itself against unforeseen expenses, and as a result the site may provide its products at lower costs. 
Therefore, it is necessary to create a scale containing three main options: (a) forum selection clause of a corporate monopoly, which serves as a key consideration for not respecting the clause; (b) forum selection clause of a small business in a competitive market, which serves as a key consideration of the court in support of compliance with the clause, in order to prevent forcing the small business into remote litigation which it cannot afford; (c) at the center of the scale are large or medium-sized businesses in competitive markets, in which case two parameters must be examined: (i) Is it reasonable to assume that the forum selection clause allows the site to offer lower prices to users? and (ii) Was the user aware of the forum selection clause (or should have been aware), and actively consented to it?
The burden of proving the position of the site along this scale should be borne by the site. 
[bookmark: _Toc76884295]4. Type of users of the site
In recent years, thanks to online commerce, cross-border shopping has become widespread. As a result, the argument has been voiced that consumers in international transactions need greater protection than those in transactions with corporations in their country. This is because such gaps as language, the customary contractual structure, consumer conventions, and different legislation are wider in the age of globalization and the Internet, and may render simple consumers unable to stand up for their rights.[footnoteRef:140] Nevertheless, not all plaintiffs are born alike and have the same status and power. Therefore, this section describes several types of plaintiffs who enter into online agreements, pointing out that the difference between them should also be taken into account when considering whether or not to enforce the forum selection clause.[footnoteRef:141] [140:  ]  [141:  ] 

[bookmark: _Toc76884296]4.1 Professional vs. non-professional users
One of the significant characteristics that must be examined regarding the identity of the plaintiffs is their legal personality, that is, whether the plaintiff is a lay ("private”) person or a "business" that routinely and professionally engages in such transactions, and which by virtue of its separate legal personality, independently purchases the services or goods provided by the site.[footnoteRef:142] As explained below, when dealing with a professional plaintiff or a business, this consideration supports compliance with the forum selection clause. This is because a plaintiff who is a professional or business entity is expected to compare various alternatives and be aware of entering into a binding contractual system. Such a plaintiff is also expected to be aware of the possible implications of various clauses present in online agreements, and in particular of forum selection clauses, especially given that a business has greater resources than an ordinary lay person, and in most transactions it is a repeat player and therefore has experience in this type of commercial conduct. This is especially true if it transpires that the business routinely incorporates, in its own online agreements, forum selection clauses.[footnoteRef:143] [142:  ]  [143:  ] 

Professional users are also expected to meet a higher standard of rationality than a non-professional private consumers. At the same time, large and small professional dealers should not be treated equally.[footnoteRef:144] Small businesses may also be a weak party to the standard form contract, therefore consideration should be given to protecting them from unfair contracts. This is especially true when small businesses cannot bargain, their resources for financing litigation are limited, and the person who initiated the transaction was one of the business owners who has no legal knowledge. A large business with a legal department is able to deal with the foreign forum selection clause of another business more easily, and have its day in court. A large business may even be a repeat player in most transactions, as opposed to a small business that often carries out a one-time transaction.[footnoteRef:145] Thus, the size and nature of the business are significant parameters in considering whether to enforce the forum selection clause. [144:  ]  [145:  ] 

[bookmark: _Toc76884297]4.2. Class action vs. individual plaintiffs
One of the key market failures that has become more prevalent in the age of globalization causes sole plaintiffs to "shy away" from asserting their rights and filing lawsuits in foreign forums owing to the many costs involved in foreign litigation. This situation deprives them of the ability to stand up for their legitimate rights. This is all the more true when we are dealing with lawsuits against giant corporations that are repeat players and experienced in such litigation, and even more so in consumer transactions because the relief the plaintiff is likely to receive is usually less than the expected high litigation costs.[footnoteRef:146] [146:  ] 

A key tool for addressing these difficulties is the institution of class action, a legal instrument that allows an individual plaintiff to sue on behalf of a group. The class action lawsuit replaces the regular individual proceeding with a collective one, which enables the court to decide many lawsuits jointly, aimed at remedying the failure in which a great deal of damage was caused, but it was spread over a large number of victims.[footnoteRef:147] Filing such a claim is significant and weighty because although the damage to each victim is relatively small, the aggregate amount of compensation can be extremely high. The class action is not a only a procedural instrument; the cumulative weight of tens and even thousands of lawsuits filed together, in a total amount that often reaches tens if not hundreds of millions of dollars, makes it a powerful weapon. In this case, consumers are not deterred from filing and managing the lawsuit in the foreign forum, in accordance with the terms of the forum selection clause, provided that this forum allows class actions. This reduces the difficulty inherent in remote litigation in compliance with the forum selection clause.[footnoteRef:148] The class action lawsuit also saves litigation expenses and costs because a large number of personal claims are grouped into one proceeding, in a way that significantly reduces litigation costs. Therefore, the lawyers and plaintiffs who are members of the injured group should use this tool even if the procedure will be conducted in a foreign forum, in compliance with the forum selection clause. Thus, the class action lawsuit is intended to provide, among others, a solution to the problem of under-enforcement, which is common at the consumer level. Moreover, in many cases filing a class action may yield a significant economic benefit, which does not exist in personal claims, to the class plaintiffs and the lawyer who filed it. It serves as an incentive to take action despite difficulties concerning the place of jurisdiction imposed by the standard form contract to which the parties have agreed. [147:  ]  [148:  ] 

The question arises whether in view of the above, the fear of blocking the ability of the consumer to sue if we comply with the forum selection clause is still relevant.
On the one hand, it can be argued that the institution of class action provides a solution to the market failure in the form of negative externalization, in which plaintiffs are deterred from having their day in court because of the foreign forum selection clause. Even if the site dictates an inefficient forum selection clause that binds the consumer to an inconvenient forum, it will still be economically efficient for the consumer to file a lawsuit in the foreign forum through the class action institution, to the extent that it is possible. This is all the more true in cases where the class action requires special expertise, which could have deterred plaintiffs from filing an individual claim because of the costs involved. The class action, in contrast, allows for representation by professional counsel supported by expert opinions, if needed. This equalizes the power relations between the litigants.
On the other hand, it may be argued that in practice the institution of the class action does not provide a full answer to the market failure, and claimants are still deterred and "blocked" from having their day in court regarding their claim in the foreign forum, in accordance with the forum selection clause. The optimistic approach ignores the fact that the class action institution is a litigation tool that does not exist in all countries.[footnoteRef:149] Thus, enforcing foreign clauses concerning an agreed forum in which there are no class action lawsuits, may be a death sentence for the proceeding and provide no remedy for the market failure. This is all the more true given the fact that the class action is distinguished in the legal landscape for being a procedure in which the classic attorney-client relationship model is replaced by a "vertical model" of partnership between the class claimant and the representing attorney. The problem lies in the fact that the local lawyer, who serves as a kind of entrepreneur for filing the class action, has no interest in filing it in the foreign forum, in compliance with the forum selection clause because such a lawyer is usually licensed only locally and cannot act in the foreign forum. Local lawyers do not want to share their fee with a foreign lawyer, and this deters them from pursuing a class action in a foreign jurisdiction. At the same time, local consumers have difficulty reaching a foreign lawyer who works in the foreign jurisdiction to file the lawsuit for them, and the chance that foreign lawyers would search and find such clients in a foreign country where the site is active (considering the lawyer-as-entrepreneur model) is relatively low. It follows that enforcing the forum selection clause greatly reduces the risk of filing a class action lawsuit by consumers of one country in the forum of a foreign country.[footnoteRef:150] [149:  ]  [150:  ] 

We believe that a distinction should be made between plaintiffs who file a class action and those who file a claim that is not a class action.[footnoteRef:151] This distinction is consistent with the fact that when the court decides on the issue of validity and enforcement of the forum selection clause, it is necessary to examine, among others, the power gaps between the parties to the standard form contract. In our context, it is necessary to take into account the fact that opting for a class action increases the power of the claimants Moreover, in the class action proceeding there are significant advantages for the claimant, which do not exist in personal claims.[footnoteRef:152] These advantages mean that the plaintiffs should not be deterred from filing class actions in accordance with the agreed-upon forum outside their country. The argument that the local lawyer (the initiator of the proceedings) would have no interest in filing class actions should be rejected, as the local lawyer is still entitled to compensation, even if this compensation is shared with the foreign lawyers whose services are required. [151:  ]  [152:  ] 

In the Ben Hamo case, which came before the Israeli Supreme Court,[footnoteRef:153] there was a request for approval of a class action suit against Facebook in which compensation was requested for the group in the amount of USD 400 million. If the claimants believed in their claim, the forum selection clause should not have deterred them from filing it in the agreed forum. Even if they had to litigate in California, the additional costs involved were still quite low relative to the amount of the lawsuit. Moreover, it is accepted in the US that the fees of attorneys representing plaintiffs in class actions are determined by the court as a percentage of the amount of compensation to the group. Therefore, in any case, the plaintiffs would not have to bear the costs of the lawyers' fees whether they win (in which case the fee is paid out of the amount of compensation to the group) or lose (in which case no fee is paid). The advantages of referring the parties to the agreed forum is even more apparent in light of the final outcome of the Supreme Court ruling in the Ben Hamo case, where while operatively the foreign forum selection clause was not enforced, the foreign (California) choice of law clause was. The result was that the claim was litigated in the Israeli forum, but according to foreign law, which had to be proven by expert opinion. Litigating a case in this way makes a complex case even more complex, which further strengthens our position that the parties should have been referred to the agreed forum. [153:  ] 

Furthermore, accepting the sweeping and paternalistic position set out in the Ben Hamo rule, which follows the position of the European Union, may deter many international sites from entering the local market. In particular, class action lawsuits, which are huge, not only have significant economic exposure for the sites, but often prompt similar lawsuits to be filed in other countries. Indeed, international sites have a legitimate interest in conducting a single class action lawsuit in the agreed forum stipulated in the forum selection clause rather than having to defend against dozens of separate lawsuits, especially when dealing with issues that are fundamental to the site.[footnoteRef:154] Therefore, accepting the softened position presented in this article, which weigh heavily on the side of the validity and enforcement of the forum selection clause when dealing with a class action, is likely to signal to international sites that the domestic market is in favor of increasing commercial activity and eliminating the chilling effect as far as these sites are concerned. In these circumstances, we propose making a distinction between personal and class action claims. The fact that a claim is a class action should be a key parameter in the set of considerations in favor of complying with the forum selection clause.[footnoteRef:155] [154:  ]  [155:  ] 

[bookmark: _Toc76884298]5. The requirement for agreement with the form selection clause
The degree of user consent to the online contract, which indicates the intention to be contractually bound, constitutes a paramount component in the creation of the contractual agreement.[footnoteRef:156] Usually, the agreement itself is embodied in the rules of the site, which are presented as part of the creation of the contractual agreement between the site and the user. In general, the forum selection clause is part of the Terms and Conditions in the contract. This is not necessarily information that is clearly and emphatically presented to the user. As a rule, this information is written in long and complicated paragraphs, in small letters and convoluted legal language, in a configuration that requires scrolling and in-depth study before carrying out simple operations. If this were not enough, the terms of the jurisdiction can be included in a browsewrap agreement where the terms of use are not automatically displayed to the user on the screen, but there is a link on the site that leads to the page where the terms of use are displayed. The claim is that user consent to the terms of the agreements, and in particular to the forum selection clause contained therein, is questionable having been achieved passively, and allegedly inferred from the user’s continued browsing of the site or continued use of whatever service is being offered.[footnoteRef:157] In this section we will discuss the types of agreements that can exist, and subsequently we determine, based on several typical situations and the relevant considerations, when the activity on the site does and does not meet the user's consent requirement, both to the contract in general and to the forum selection clause in particular. We examine this in light of two types of agreements on the site: browsewrap[footnoteRef:158] vs. clickwrap. [156:  ]  [157:  ]  [158:  ] 

[bookmark: _Toc76884299]5.1 Between general consent and actual user consent 
First, we must distinguish between online contracts in which the consumer provides a tangible monetary consideration for the services or goods that the site provides, and online contracts in which no such consideration is provided. As noted above, browsewrap agreements do not contain evidence of an intention to be contractually bound on the part of the user, let alone when the user is not required to pay a tangible monetary consideration. Therefore, we believe that the fact that the forum selection clause is part of a browsewrap agreement without a tangible monetary consideration, should be a key reason for not enforcing or validating the forum selection clause. This is because under these circumstances, users pay no attention to issues such as the forum selection clause that obligates them to remote litigation.[footnoteRef:159] By contrast, in circumstances of tangible consideration, users may identify the consideration as a contractual transaction and be aware that they are entering into a legal relationship. In these circumstances, we are more likely to enforce the forum selection clause included in the online agreements. Nevertheless, the tangible consideration element should not be given exclusive weight in settling the question of the validity of the forum selection clause because the technology of e-commerce companies makes it possible to get through the payment stage relatively easily, often without having to enter credit card details and other information, which is saved from previous purchases. Therefore, court must examine additional parameters, detailed below, which can enable it to elucidate comprehensively the nature of the understanding of the parties with regard to the binding relationship that has been created between them, with emphasis on the user. At the same time, attention must be paid to the amount of the payment. If it is a negligible amount, the consumer may not attach importance to entering into a binding contractual system. But if it is a significant amount, the consumer can be expected to take more seriously the binding contractual system being created. [159:  ] 

At the same time, the consent component can be problematic even in the case of clickwrap agreements. As noted above, most users do not read the contract to which they agree, and are aware only of the basic issue that is at the heart of the contract, not the other clauses, and in particular not of inconspicuous clauses such as the forum selection.[footnoteRef:160] [160:  ] 

In response, the American Law Institute has formulated the ALI Principles,[footnoteRef:161] a number of parameters that can strengthen the element of agreement in contracts,[footnoteRef:162] enabling compliance with clauses that are perceived as problematic and with those that the sites act to hide. The following are parameters formulated by ALI, as well as some additional parameters that we propose, which together indicate consent to the forum selection clause. [161:  ]  [162:  ] 

(1) Preventing missing the forum selection clause by emphasizing it. The site highlights at the top of the contract the forum selection clause, and emphasizes it in relation to the rest of the contract by framing the clause in the box, or any other way that reduces the likelihood that the consumer would overlook it.[footnoteRef:163] Attention should be paid also to the wording and length of the agreement that includes the forum selection clause: the shorter the agreement, the more prominent and accessible the forum selection clause is.[footnoteRef:164] [163:  ]  [164:  ] 

(2) Respecting the user's autonomy by including a clear step of clicking on the forum selection clause, in a dedicated and separate manner from the online contract.[footnoteRef:165] [165:  ] 

(3) The consumer had access to the contract after agreeing on the website. After agreeing to the clickwrap contract, consumers receive a physical copy to their home address  or the contract is clearly accessible on the relevant website.[footnoteRef:166] If consumers receive a copy of the agreement, and in particular of the forum selection clause by email or to their mobile device, and are required to confirm by answering that they are aware of the clause and agree to it, this should be another consideration in favor of enforcing the forum selection clause. [166:  ] 

(4) Publishing a full and early disclosure of problematic clauses. According to the ALI approach, the most effective measure is to offer the option of a full disclosure by the site to users regarding key clauses that the user should know about. Sites that choose to include in this disclosure the forum selection clause as well will be able to present this in court, increasing the likelihood that the court will enforce it.[footnoteRef:167] We agree with this consideration, and believe that an explicit "warning" notice on the site, which pops up when users visit the site and warns them that they are agreeing to a binding legal contract that contains a forum selection clause, may serve as another indication of consent to the forum selection clause. [167:  ] 

(5) Timing of the appearance of the forum selection clause. It must be examined when the terms of use, including the forum selection clause, were presented to the users. If the terms of use were presented to the user before the user was allowed to continue using the site, this should serve as an argument that it is reasonable to consider the forum selection clause as binding. But if the terms of use are presented to the user only after the user registered on the site or started using it, it would be less appropriate to consider the users as being bound by the forum selection clause.[footnoteRef:168] [168:  ] 

(6) Translation of the agreement or lack thereof, and in particular translation of the forum selection clause. If a translation of the agreement, and in particular of the forum selection clause exists, this may be another parameter indicating the user's consent to the forum selection clause. By contrast, if the agreement has not been translated into the user’s language, this may serve as a consideration not to enforce the forum selection clause, especially if it is proven that the user does not speak the language in which the agreement is written.
(7) Payment of a tangible consideration as a condition for using the site. If a tangible consideration has been paid, this may constitute a parameter indicating an intention to be contractually bound by the agreement, and specificity, in particular with regard to the forum selection clause, subject to the reservations noted above. 
In addition, below are several other relevant parameters, some of which are suggested by Geist, which the courts should consider when analyzing the contract:[footnoteRef:169] [169:  ] 

(8) How was the contract presented to the user? Was it presented as an individual legal contract that the user must agree to, in a distinct and individual manner? Or was the contract presented as part of a sequence of actions to be carried out for downloading the software or starting to use the site?
(9) Was the forum selection clause included in the contract to which the user agreed? Or was the forum selection clause included in the terms of use, outside the contract, whereas in the contract the user agreed generally to observe the terms of use, without further details?[footnoteRef:170] [170:  ] 

(10)  Was the term "I agree" used during the clicking? Or was some other term used, more vague, such as the common term in online contracts "To download"?[footnoteRef:171] [171:  ] 

(11)  What is the size of the text in which the forum selection clause was written?
To summarize the list proposed above, we suggest that the type of agreement in itself is not conclusive. But the main question to be examined using the parameters we listed above is whether reasonable steps were taken to bring the agreement, and in particular the forum selection clause, to the user's attention, in a way that the user had reasonable access and opportunity to read and understand the agreement, and in particular the forum selection clause.
[bookmark: _Toc76884300]6. Purpose of the forum selection clause
Another key parameter that must be examined as part of the set of considerations whether to enforce the forum selection clause is the purpose that the clause is intended to achieve. It is necessary to examine whether the forum selection clause is intended to protect the legitimate interest of the site, and in particular whether the forum set forth in the forum selection clause constitutes a natural and legitimate forum, or whether it is an unnatural forum that serves as a refuge from a particular remedy. If the latter is true, its sole purpose is to prevent or make it difficult for the consumer to file a lawsuit against the site. Alternatively, the forum selection clause may be intended to gain some other legal advantage for the site.
Several relevant parameters must be considered in this context. On the one hand, it should be remembered that exclusive forum selection clauses are common for international organizations that conduct worldwide activities. An international entity with clients in dozens of countries is naturally interested in concentrating all disputes concerning its activities in one place. Otherwise, litigation in any of the countries around the world where the users of the site are located would eliminate legal certainty and impose costs and encumbrances on the management of the activities of the site.[footnoteRef:172] Note further that there should be no policy encouraging non-compliance with agreements to which the users have agreed, and in general courts should not abet the violation of agreements. Such intervention is contrary to the basic notion that parties to a contract are entitled to shape it as they wish, and it is not appropriate for the court to write or make contracts for the parties. [172:  ] 

On the other hand, as part of a desirable legal policy, it is appropriate that an international website should not be able to choose a specific and remote forum, especially in the present age when there are no boundaries on the Internet. In the global village, an international company that markets its goods or services to users all over the world should expect to be sued in the forum where the user is located, all the more so if this is a gigantic international corporation that markets its products and services to millions of users. The fact that the activities of these huge corporations are conducted primarily or exclusively through the Internet does not confer immunity from litigation in the place where users reside. From the point of view of the ability to prepare and assess the risk in advance, the site has an advantage over the user, who is usually unaware of the risks and costs involved. A site aimed at international users often has greater access to local courts than the users have access to courts in a foreign country, where they have no connection or affiliation. This is especially true when these sites have agents and/or representatives in the countries in which the users reside.
Therefore, it should be examined whether the forum selection clause included in the terms of use of the site is intended to protect the legitimate interest of the site, and whether the forum stipulated in the forum selection clause constitutes a natural, legitimate forum, and has extensive factual and legal connections to the dispute. In our opinion, it is necessary to examine the following parameters: (a) the identity of the defendants; (b) the place of residence of the defendants; (c) the language in which the agreement with the forum selection clause was written; (d) whether the foreign forum offers a choice of law; (e) the place of the defendants' witnesses; (f) the place of the alleged incident. If it becomes clear that the chosen forum is a place of refuge from a legal system and not the natural forum for the site, the tendency should be not to enforce the clause. The burden of proving the legitimacy of the forum selection clause should be on the site.
[bookmark: _Toc76884301]D. Summary
The age of globalization and the rapid development of the Internet pose a serious challenge to the law, raising a series of complex questions regarding the status of forum selection clauses included in international website usage agreements.
In this article, we presented a multidimensional model for handling forum selection clauses included in online website agreements. The innovative model offers new criteria by adding clear considerations, with new specified parameters and criteria to be taken into account, when considering whether or not to enforce the forum selection clause contained in the online agreements. These considerations help construct the judicial discretion regarding the validity and enforcement (or lack thereof) of forum selection clauses, as follows:
First, the model proposes to examine the nature and type of the various sites as a factor in the question of the validity and enforcement of foreign forum selection clauses. A general division is proposed between the different types of sites, namely: social networks and blogs; search engines, storage sites, cloud services, and email; free information and content sites without tangible consideration; shopping and e-commerce sites, and sites offering services and information for a fee.
Second, the model proposes to examine the characteristics of the website as a factor in settling the question of the validity and enforcement of the forum selection clause. The following parameters must be examined in this respect: (a) degree of interactivity of the site (active vs. passive site); (b) desire and expectation on the part of the site to maintain a relationship in the user’s country; as part of this consideration, it is proposed to examine additionally whether the site has official representation and/or branches in the users' territory; (c) size of the site in the market, including the extent of competition that exists between the various sites that are active in the market, and the power gaps between the site and the user.
Third, the model also proposes to examine the type of users of the site as a factor in settling the question of the validity and enforcement of the forum selection clauses. We propose to distinguish between professional and non-professional users. We further propose to distinguish between class action and personal suits. A class action should be a key parameter in the set of considerations in favor of complying with the forum selection clause, subject to the existence of a class action mechanism in the foreign forum, and to the fact that the foreign forum operates within a democratic and enlightened legal system.
Fourth, the model proposes to examine the intention to create a binding legal relationship on the part of the user, including active user consent and awareness of the forum selection clauses included in the online agreements. We propose to examine the type of contract (browsewrap vs. clickwrap), and in particular the following parameters: whether the forum selection clause was emphasized on the site; whether it required a separate click on the forum selection clause; user access to the contract after consenting on the site, and in particular, the publication of a full and early disclosure on the site regarding the forum selection clause; the timing of the appearance of the forum selection clause; translation of the agreement or the lack thereof; and payment of a tangible consideration.
Fifth, the model proposes to examine the purpose of the forum selection clauses, that is, whether the forum selection clause set forth in the terms of use of the site is intended to protect the legitimate interest of the site, and in particular, whether the stipulated forum constitutes a natural, legitimate forum, with extensive factual and legal affiliations to the dispute.
In our opinion, this model makes it possible to take into account a wide range of considerations, depending on the circumstances of the concrete conflict, including the nature of activity in the virtual space, the various players, the scope of the claim, and other factors. The model also takes into account the unique characteristics of the web, and provides flexibility as it addresses a wide range of different considerations relevant to the decision. We believe that consideration of the parameters defined within the model is likely to lead to a broader, fairer, and more efficient treatment of the topic, balancing the two basic objectives of promoting e-commerce and protecting the consumers. The model can be easily adapted to different legal systems given the universal set of rules that are part of it.
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